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MAHARASHTRA CYBER SECURITY AUDIT
AGENCIES

Shortlist for Government / HMIS / Hospital Information Security Audit

1. Executive Summary
This report provides a practical shortlist of information-security audit agencies with Maharashtra presence, based

primarily on the CERT-In empanelled auditor material supplied for this assessment. The shortlist considers stated audit

Ty

gxperience, technical scope, manpower information, and relevance to Government/ healthcare / HMIS environments.

Prepared on 18 August 2026

For a Government/HMIS project, the preferred shortlist is: AAA Technologies Ltd., Qseap Infotech Pvt. Ltd., TCS,
COREIT Services Pvt. Ltd., and Payatu Security Consulting Pvt. Ltd. The final appointment should be made only after

2. Recommended Agencies

=verifying current CERT-In empanelment, the agency's exact scope, conflicts of interest, methodology, deliverables, and
recent Government/healthcare references.

Rank - Agency Maharashtra Audit experience | Key capability Recommended
location ‘ use
1 AAA Mumbai / Pune Since 2000 Network, web, Overall
Technologies wireless, Government/
Ltd. compliance “enterprise audit
2 Qseap Infotech Navi Mumbai Since 2011 Network, web, Complex HMIS /
Pvt. Ltd. wireless, infrastructure
finance, OT, audit
cloud
3 TCS Mumbai Since 2000 Large-scale Large statewide /
application & critical project
infrastructure
security
COREIT Services | Mumbai Not stated in Web/mobile Hospital/ HMIS
Pvt. Ltd. excerpt VAPT, network; security audit
healthcare
experience
5 Payatu Security Pune Not stated in Specialist VAPT/ | Deep application
Consulting Pvt. excerpt penetration / penetration
Ltd. testing testing
3. Full Maharashtra Shortlist
Agency Location Experience stated Capabilities / Assessment
evidence
AAA Technologies Mumbai/ Pune Since 2000 Network, web, High potential
Ltd. wireless,
compliance
Qseap Infotech Pvt. Navi Mumbai Since 2011 Network, web, High potential
Ltd. wireless, finance,
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OT, cloud

TCS Mumbai Since 2000 Network, web, High potential
wireless,
complianc
scale
COREIT Services Pvt. | Mumbai Not stated in excerpt | Web/mobile VAPT, High potential
Ltd. network; healthcare
experience
Payatu Security Pune Not stated in excerpt | VAPT / advanced Good candidate
Consulting Pvt. Ltd. penetration testing
Black Box Ltd. Navi Mumbai/ Airoli | Since 2017 Network, web, Good candidate
wireless, ;
compliance, cloud
Shieldbyte Infosec Mumbai Since 2019 Network, web, API, Good candidate
Pvt. Ltd. : wireless, mobile,
cloud :
Eventus TechSol Pvt. | Navi Mumbai Since 2017 lnformation‘,s’ecurity Good candidate
Ltd. audits '
ControlCase Mumbai Since 2005 Information security | Good candidate

International Pvt.
Ltd.

auditing
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4. Experience Chart
The chart below uses only agencies for which an audit-practice start year is explicitly stated in the source material. A
missing year Is not treated as zero.in the narrative.

Selected Maharashtra Agencies - Stated Audit Experience

Years since audit practice began (where stated)

5. Analytical Suitability Chart

The suitability score is an internal analytical ranking for this report, not a market rating. It reflects relevance to a
Government/HMIS security audit based on the documented capabilities and project evidence.
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Analytical Suitability for Government / HMIS Security Audit

AAA Technologies Ltd.

Qseap Infotech

COREIT Services -

Payatu Security Consuiting

Black Box Ltd.

i T

T T

(o} 1 2 3 4 3
Suitability score (analytical shortlist}

6. Why These Agencies Are Relevant

o AAATechnologies Ltd.: long audit history and broad network/web/wireless/compliance capability.

e Qseap Infotech Pvt. Ltd.: broad technical scope including finance, ICS/OT and cloud security.

e TCS: large-scale capability and extensive technical manpower; suitable for high-value or statewide engagements.

e COREIT Services Pvt. Ltd.: particularly relevant because the supplied CERT-In proﬁle records a comprehensive
security assessment of a multispeciality hospital in Maharashtra involving 10 web apphcatlons 2 mobile
applications and 150 network devices. L

e Payatu Security Consulting Pvt. Ltd.: strong specialist orientation for VAPT and penetratlon testing work.

» Black Box Ltd.: established Maharashtra presence and documented network web wireless, compliance and
cloud capabilities.

e Shieldbyte Infosec Pvt. Ltd.: Mumbai-based agency with network, web, API, WIre{ess mobile and cloud VAPT
capabilities.

e Eventus TechSol Pvt. Ltd.: Navi Mumbai-based CERT-In empanelled security audstor with stated audit experience
since 2017.

« ControlCase International Pvt. Ltd.: Mumbai-based organisation with mformdtron secunty auditing experience
stated since 2008.

7. Suggested Tender / RFQ Evaluation Criteria

Evaluation parameter Suggested weight V\/ha{ to verify

Current CERT-In empanelment and 20% Verify current listing and scope on
eligibility CERT-In

Government / healthcare / HMIS 20% Recent work orders and completion
experience certificates

Technical methodology and manual | 20% VAPT, methodology, OWASP,
testing netwark API, mohile, cloud, source
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- 3 3 code as applicable
Team qualifications and manpower 15% CISSP/CISA/OSCP/CEH/ISO
qualifications and named project
team -
Deliverables and remediation retest | 10% Detailed findings, evidence, risk
; rating, executive summary and retest
Data confidentiality / NDA / DPDPA 10% Data handling, storage, deletion and
controls access controls
Commercial quote 5% Total cost and inclusions

8. Important Verification Before Appointment
e Verify the agency’s current CERT-In empanelment directly from the official CERT-In website before issuing the work

order.

e QObtain at least 2-3 recent Government, PSU or healthcare work orders/completion certificates for comparable
scope. :

* Ensurethe auditis not limited to automated vulnerability scans; require documented methodology, manual
validation and evidence-based findings.

¢ Require a detailed final report, executive summary, risk prioritisation, remediation recommendations and
closure/retest report.

* ForHMIS/hospital systems, explicitly cover web applications, APls, mobile applications, databases, servers,
network/security devices, cloud components and interfaces that are actually in scope.

* Require NDA, secure handling of audit data, restricted access, deletion/return of data after completion and
conflict-of-interest declarations.

9. Source & Basis

Primary basis: CERT-In Empanelled Information Security Auditing Organisations material supplied in the conversation.
Current CERT-In information should be re-verified before procurement. CERT-In maintains the authoritative .
empanelment page and publishes its empanelled-organisation list. Current CERT-In guidance also emphasises

rigorous audit methodology and inclusion of relevant CERT-In directions in audit assignments.

External verification used for this report: official CERT-In empanelmentinformation and N|CSI vendor information.
NICSl's current vendor search lists AAA Technologies Limited under Cybersecurity & Audits, Including a Critical
Applications empanelment valid through 31 March 2029.
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